UBND TINH BAC GIANG CONG HOA XA HOI CHU NGHIA VIET NAM

SO KHOA HQC VA CONG NGHE Déc 1ap - Tw do - Hanh phuc
86: 139KH-KHCN Bdc Giang, ngay 14 thang 11 nam 2022
KE HOACH

Trién khai thue hién Chién lwgc An toan, An ninh mang qudc gia,chu dng
wrng pho véi cac thach thire tir khong gian mang den nam 2025, tam nhin 2030

Thyc hién K& hoach s6 5603/KH-UBND ngay 08/11/2022 cta Chu tich UBND
tinh vé viéc trién khai thyc hién Chién luoc An toan, An ninh mang quoc gia, chu
dong tmgpho voi cac thach thire tr khong gian mang dén nam 2025, tam nhin 2030,
S¢ Khoa hoc va Cong nghé xay dung Ké hoach cu thé nhu sau:

I. MUC TIEU, YEU CAU
1. Muc tiéu
a) Muc tiéu tong quét

Xay dung, phat trién khong gian mang van minh, lanh manh, la dong luc tham
gia cugc Cach mang cong nghiép lan thir tu. Nang luc vé bao dam an toan thong tin
mang va an ninh mang (goi tat 12 an toan, an ninh mang) dugc nang cao, chu dong,
san sang (mg pho voi cac nguy co, thach thirc tir khdng gianmang nham bao vé viing
chic chu quyen, loi ich, quoc phong, an ninh quoc gia, trat tu an toan xa hoi; bao vé
cha quyén qudc gia trén khong gian mang va cong cudc chuyén d6i sd, quyén va loi
ich hop phép cia to chirc, ca nhan trén khong gian mang.

b) Muc tiéu cu thé dén nam 2025

- Xay dung Thé tran An ninh nhan dan trén khong gian mang c¢6 kha nang chi
huy, két ndi, chia s¢ thong tin, tiép nhan va xtr Iy sdm cac thong tin gay hai to1 khong
gian mang quoc gia tlr cac b0, nganh, dia phuong, cac doanh nghiép vién thong,
Internet, dich vu ndi dung sd.

- Hinh thanh lyc luong bao ddm an toan, an ninh mang cua s¢, ddm nhan nhi¢m
vu 1am dau moi, chiu trdch nhiém vé cong tac bado ddm an toan, an ninh mang.

- Bao vé co so ha tang khong gian mang, trong tam 1a hé thdng thong tin quan
trong vé an ninh qudc gia theo quy dinh cua phap luat vé an ninh mang. Baové hé
théng thong tin cta 11 linh vie quan trong can vu tién bao dam an toan thong tin
mang (theo Quyét dinh s6 632/QD-TTg cua Thu tudéng Chinh phu).

- Phan d4u 100% cong chtrc, vién chure, nguoi lao dong st dung Internet c6 co
héi tiép can hoat dong nang cao nhén thic, k§ ning va cdng cu bao dam an toan, an
ninh mang.

- Ap dung chinh sach phu hop cho thuc day khoi nghiép vé an toan, an ninh
mang gop phan xdy dung nén moéng hinh thanh nén cong nghiép an ninh mang va
cOng nghiép an toan thong tin mang.



2

- Kinh phi bao ddm an toan, an ninh mang dat tdi thiéu 10% kinh phi chi cho
khoa hoc cong nghé, chuyén doi so, tmg dung cong nghé thong tin.

¢) Muc tiéu cu thé dén nim 2030

- GOp phan duy tri, nang cao ning lyc, thr hang vé an toan, an ninh mangcua
Viét Nam trén bang x€p hang toan cau.

- Xay dung dugc Thé tran An ninh nhan dan trén khéng gian mang véi su
tham gia dong dao, tich cuc ctia cong chire, vién chirc, nguoi lao dong.

- Cung cb, ting cudng luc luong bao dam an toan, an ninh mang.

- Phan dau 90% cong chirc, vién chire, nguoi lao dong stir dung Internet cé co
hoi tiép can hoat dong nangcao nhan thire, k¥ nang va cong cu bao dam an toan, an
ninh mang.

2. Yéu cau

a) Bao dam an toan, an ninh mang tr¢ thanh cong tac trong tam cua qua trinh
chuyén d6i s, 1a tru cot quan trong tao 1ap niém tin s6 va su phat trién thinh vuong
trong ky nguyén sd; 1a nhiém vu trong yéu, thudng xuyén, lau dai nham khoi tao va
duy tri méi trudong mang an toan, lanh manh, tin cay cho cac co quan, t6 chire, doanh
nghiép va mdi ngudi dan.

b) Kip thoi nam bat tan dung hiéu qua cac co hoi do khong gian mang mang
lai dé phat trién kinh té, x3 hoi, dong thoi chi /dong phong ngura, san sang ng pho
dé han ché cac tac dong tidu cuc, bao dam qubc phong, chil quyén, loi ich, an ninh
qudc gia, trat tu an toan x4 hoi va tinh bén vimg cta qua trinh phat trién dat nudc
trong thoi dai Cach mang cdng nghiép 1an tht tu.

¢) Phat huy strc manh ctia ca hé thdng chinh tri va toan xa hoi, chu dong tmg
pho tur som, tir xa vo1 cac nguy co, thach thire, hoat dong gay t6n hai t6i chuquyen
loi ich, an ninh qudc gia trén khong gian mang va an toan thong tin mangquéc gia,
trong d6 co quan quan ly nha nude gitr vai tro diéu phdi, gan két, chia sé thong tin.
Xac dinh nguén lyc nha nudce la quyét dinh, chién lugc, co ban lau dai; sy tham gia
ctia to chirc, doanh nghiép va phat huy sttc manh cua quan chdng nhan dan 1a quan
trong, dot pha. B6 Cong an, B Qudc phong, Bo Thong tin va Truyén thong chia sé
thong tin giam sat khong gian mang nham phuc vu cong tac bao dam an toan, an ninh
mang va bao vé chii quyén qudc gia trén khénggian mang.

d) Chuyén do6i can ban vé nhan thic va cach lam dé thich (mg mot cach chu
dong, linh hoat va giam thiéu cac nguy co, de doa an toan, an ninh mang (cyber
resilience): Tu md hinh bdo v¢ phan tan sang mé hinh bao v¢ tap trung; tir bi dong
g ctru sy ¢d sang chu dong du bao sém, canh bao sém, phong ngura va tmg pho
hiéu qua; tir don doc bao vé, gidu kin thong tin bi tan cong mang sang chu dong hop
tac, chia sé thong tin nham chu dong phong ngua va hd tro xir Iy su cb, phuc hoi
hoat dong binh thudng cua hé thdng théng tin.

d) Thic day nghién ctru, phat trién vé cdng nghé, san pham, dich vu an toan,an
ninh mang la gidi phap cin co bdo ddm an toan, an ninh mang qudc gia; phat trién
thi truong, doanh nghiép, nang luc canh tranh vé an toan, an ninh mang, gépphan dua



nudc ta trd thanh quéc gia ty chu, ¢ nang luc cao vé bao dam an toan,an ninh mang;
dau tu cho an toan, an ninh mang 13 dau tu cho phat trién bén vitngva tao ra gia tri.
Chu dong lam ban, ddi tac tin cay, co trach nhiém vo1 cac doanhnghiép, t6 chirc nude
ngoai trong linh vuc an toan, an ninh mang.

¢) Bao dam sy ldnh dao toan dién ctia cac cap uy Pang, chinh quyén trong cong
tdc bao dam an toan, an ninh mang, chu dong ung pho vai cac thach thire tirkhéng
gian mang. Xay dung luc lugng bao dam an toan, an ninh mang hién dai, chuyén
nghiép, c6 du ngudn nhan luc chat luong cao dap ung yéu cau thuc tién.

II. NOI DUNG THU'C HIEN
1. Tang cwong vai tro 1&nh dao cia Pang, sw quan ly ciia Nha nwéc

- Thuong xuyén phd bién, quan triét cha truong, duong 16i cia Pang, chinh
sach, phap luat cia Nha nudc ve€ an toan, an ninh mang, coi day la nhiém vu quan
trong cua hé thong chinh tri.

- Nang cao nhan thirc, trach nhiém cua cac cap uy dang, chinh quyén, cong
chuc, vién chtic, nguoi lao dong, ngudi dan, doanh nghiép trong cong tdc bado dam
an toan, an ninh mang. Lanh dao S&, Truong cac phong, don vi thudc So chi dao va
chiu trach nhiém vé cong tac an toan, an ninh mang, chu dong ra soat, xac dinh 1&
nhiing van dé trong tam, trong diém dé chi dao thyc hién hiéu qua.

- Xay dyng Thé trdn An ninh nhan dan trén khdng gian mang ket hop chitchd
véi The tran Quoc phong toan dan trén khéng gian mang.

- Phat huy sy tham gia c¢6 hi¢u qua cua cong chirc, vién chure, nguoi lao dong
trong cong tac bao dam an toan, an ninh mang va chu dong tng pho véi cac nguy
co, thach thie tir khdng gian mang.

2. Hoan thién vin ban vé an toan, an ninh mang

Phdi hop voi Cong an tinh, S& Thong tin va Truyén thong ra soat, stra d6i, bd
sung van ban v€ bao dam an toan, anninh mang cho giao dich dién tir, chuyén doi
s0, ha tang so, nén tang so0, bdo v¢ thong tin ca nhan trén mang bao dam phu hgp vaoi
cac van ban quy pham phap luat hién hanh v¢ an toan, an ninh mang.

3. Bio vé co s ha tang s, nén ting so, dir liéu so

a) Bao vé co so ha tang s6

- Déy manh hoat dong bado dam an toan, an ninh mang trong qua trinh van hanh,
khai thac co s& ha tang s0; tuan thu ti€u chuan, quy chuan ky thuat, huéng dan nghiép
vu cua By Cong an, S¢ Thong tin va Truyén thong va quy dinh cta phap luat vé an
toan, an ninh mang; gan két cong tac bao dam an toan, an ninh mang voi cong tac

trién khai chuyén doi 50, ng dung congnghé thong tin, phat trlen chinh quyén dién
tr hudng t6i chinh quyén sd, phat trién d6 thi théng minh, kinh té s6 va xa hoi sé.

- Bao dam an toan, an ninh mang cho qua trinh trién khai Chinh quyén diént,
chuyén doi so.

b) Bao v€ nén tang so
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- Chu dong gidm sat, phat hién va cong bo hanh vi vi pham quy dinh phap luat
ctia Viét Nam thudc pham vi quan Iy trén cac nén tang sb.

- Phéi hop véi cac co quan chirc nang c6 thim quyén ra soat, phat hién va xu
ly thong tin, to chirc, ca nhan vi pham phap ludt trén méi truong mang thudc linh
vuc an toan, an ninh mang; tang cuong hoat dong thanh tra, kiém tra, cong bd va xu
ly nghiém cac hanh vi vi pham.

¢) Bao vé dit liéu cta to chirc, ca nhan
- Cap nhat, tiép nhan, xur ly cac canh bao vé thong tin rui ro bao mat dir licu.

- Ra soét theo cp do cho cAc co s¢ dit ligu quan trong theo quy dinh vé bao
dam an toan hé thong thong tin theo cap do.

4. Hé thong thong tin ciia cac co quan, don vi trén dia ban tinh; nhit 1a
bao vé€ hé thong thong tin cda cac linh vure quan trong can wu tién bao dam an
toan thong tin

- Nang cao trach nhiém tu bao vé hé thong thong tin thudc pham vi quan ly.

- Xéy‘ dung, cip nhat, van hanh hé thong thdng tin theo tiéu chuan, quychuan
k¥ thuat vé an toan, an ninh mang.

- Phéi hop ra soat, 1ap ho so dé nghi dua cac hé thong thong tin trong yéu, phu
hop voi quy dinh cua phap luat vao Danh muc hé théng thong tin quan trong vé an
ninh quoc gia.

- Thye hién nghiém tlc cac quy dinh phap luat vé bao vé an ninh mang.

~ -Xacdinh cap do va trach nhiém bao dam an toan hé thdng thong tin theo ting
cap dg va trién khai mo hinh 04 16p trude khi dua vao st dung.

- Chu dong thudng xuyén giam sat, kip thoi phat hién nguy co mat an toan, an
ninh mang trong qua trinh thi cong, 1ap dat thiét bi trong cac hé thong thong tin. Uu
tién sir dung san pham, giai phap an toan, an ninh mang Make in Viet Nam.

- Pau tu ngudn luc, thudong xuyén nang cip hé thdng, cap nhat ban quyén, nang
cao nhan thirc va k¥ nang an toan, an ninh mang cho cong chtrc, vién chuc va nguoi
lao dong.

- Tham gia dién tap, ing pho va tng clru su cd an toan, an ninh mang; nhét 1a
ung pho va ing ctru su ¢6 an toan thong tin cho cac linh vuc quan trong can uu tién
bao dam an toan thong tin.

5. Tao lap niém tin’sé, xay duwng méi trwong mang trung thwe, vin minh,
lanh manh va phong chong vi pham phép luat trén khong gian mang

P61 moi noi dung, hinh thirc, bién phap xay dyng phong trao toan dan bao vé
an ninh T6 qudc phu hop voi thuc tién chuyén d6i s6. Phat huy vai tro ctia Thé tran
An ninhnhan dan trén khong gian mang. Giam sat, phat hién va phdi hop véi co quan
chtrc ning va cac doanh nghiép nén tang sb xu 1y tin gia, théng tin vi pham phapluat
trong pham Vi quan ly.

- Y&u cau cong churc, vién chirc, ngudi lao dong dang tai cac ndi dung trén
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mang x hoi chinh xac va tich cuc; phan bac hiéu qua c&c thdng tin tiéu cuc vé dat
nudc, con nguoi Viét Nam.

6. Kinh phi

- B4 tri du nhan luc chuyén trach, chiu trach nhi¢m vé an toan, an ninh mang;
dau tu nguon luc dé xay dung hé thong k¥ thuat, cong cu va trién khai cac hoat dong
bdo dam an toan, an ninh mang va trong hoat dong ctuia So.

- Béq tri kinh phi chi cho an toan, an ninh mang dat t6i thiéu 10% kinh phi chi
cho chuyén d6i so0, trng dung cong nghé thong tin.

III. TO CHUC THU'C HIEN

1. Cac phong, don vi can ctr K& hoach dé to chirc trién khai, thyc hién céng
viéc dam bdo an toan, an ninh thong tin; chu dong phoi hop cung cap thong tin khi
coO yéu cau.

2. Vin phong S& chu tri theo ddi, don ddc cac phong, donvi trién khai thuc
hién cac nhiém vu v€ an toan thong tin mang tai Ké hoach nay.

- Can ctr kha nang can dbi ngan sach wu tién bd tri kinh phi tir NSNN dé trién
khai cac nhiém vu cua Ké hoach theo quy dinh ctia phap luat vé NSNN va dau tu cong.

- Theo ddi, kiém tra, danh gia, don ddc cac phong, don vi trién khai thuc hién
cO hiéu qua cbng tac bao daman ninh mang. Pinh ky, dot xuat tong hop tinh hinh,
két qua bao cdo Giam doc S¢ theo quy dinh.

Trén day la Ké hoach trién khai thuc hién Chién lugc An toan, An ninh mang
quoc gia, chi dong g pho voi cac thach thie tir khong gian mang dén nam 2025,
tam nhin 2030 cia S& Khoa hoc va Cong nghé./.

s

Noi nhin: GIAM POC
- Cong an tinh (Bao cao);
-SO TT&TT,

- Lanh dao So;

- Cac phong, don vi thudc S¢;
- Luu: VT, VP.
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